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MIS 5365 Business Information Security

Course Description

Basic notions of confidentiality, integrity, availability, authentication models,protection models,
security kernels, audit, intrusion detection, operational security issues, physical security issues,
security system life cycle management, personnel security, policy formation and enforcement, trust
modeling, risks and vulnerabilities assessment, basic issues of law and privacy, trade secrets,
employee covenants, copyright, database protection, software and hardware validation, verification
and certification.

Learning Outcomes
1. Learn the fundamental concepts in information security.
2. Understand the development of a security system life cycle.
3. Understand the threats faced by an information system.,
4., Be familiar with the legal and ethical aspects of information security
5. Understand the risk management issues.
6. Understand the key steps needed in a business continuity plan.
7. Learn the methods available for information security maintenance.
8. Learn the security audit methods.

Pre-Requisite MIS 5360 Management of Information Systems





